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After 2 minutes or so, it disconnects.
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2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: initiating Main Mode
2017:12:05-10:04:37 89 pluto[5611]: added connection description "Office1"
2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: received Vendor ID payload [XAUTH]
2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: received Vendor ID payload [Dead Peer Detection]
2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: received Vendor ID payload [RFC 3947]
2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: enabling possible NAT-traversal with method 3
2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:04:37 89 pluto[5611]: "Office1" #403127: ignoring informational payload, type AUTHENTICATION_FAILED
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403127: max number of retransmissions (2) reached STATE_MAIN_I3. Possible authentication failure: no acceptable response to our first encrypted message
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403127: starting keying attempt 2 of an unlimited number
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: initiating Main Mode to replace #403127
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: received Vendor ID payload [XAUTH]
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: received Vendor ID payload [Dead Peer Detection]
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: received Vendor ID payload [RFC 3947]
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: enabling possible NAT-traversal with method 3
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:05:47 89 pluto[5611]: "Office1" #403130: ignoring informational payload, type AUTHENTICATION_FAILED
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: responding to Main Mode
2017:12:05-10:06:20 89 pluto[5611]: | NAT-T: new mapping 77.75.101.166:4500/500)
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:06:20 89 pluto[5611]: | NAT-T: new mapping 77.75.101.166:500/4500)
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: ignoring informational payload, type IPSEC_INITIAL_CONTACT
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: Peer ID is ID_IPV4_ADDR: '77.75.101.166'
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: Dead Peer Detection (RFC 3706) enabled
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: sent MR3, ISAKMP SA established
2017:12:05-10:06:20 89 pluto[5611]: "Office1" #403132: received Delete SA payload: deleting ISAKMP State #403132
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403130: max number of retransmissions (2) reached STATE_MAIN_I3. Possible authentication failure: no acceptable response to our first encrypted message
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403130: starting keying attempt 3 of an unlimited number
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: initiating Main Mode to replace #403130
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: received Vendor ID payload [XAUTH]
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: received Vendor ID payload [Dead Peer Detection]
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: received Vendor ID payload [RFC 3947]
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: enabling possible NAT-traversal with method 3
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:06:57 89 pluto[5611]: "Office1" #403134: ignoring informational payload, type AUTHENTICATION_FAILED
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403134: max number of retransmissions (2) reached STATE_MAIN_I3. Possible authentication failure: no acceptable response to our first encrypted message
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403134: starting keying attempt 4 of an unlimited number
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: initiating Main Mode to replace #403134
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: received Vendor ID payload [XAUTH]
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: received Vendor ID payload [Dead Peer Detection]
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: received Vendor ID payload [RFC 3947]
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: enabling possible NAT-traversal with method 3
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:08:07 89 pluto[5611]: "Office1" #403137: ignoring informational payload, type AUTHENTICATION_FAILED
2017:12:05-10:09:17 89 pluto[5611]: "Office1" #403137: max number of retransmissions (2) reached STATE_MAIN_I3. Possible authentication failure: no acceptable response to our first encrypted message
2017:12:05-10:09:17 89 pluto[5611]: "Office1" #403137: starting keying attempt 5 of an unlimited number
2017:12:05-10:09:17 89 pluto[5611]: "Office1" #403140: initiating Main Mode to replace #403137
2017:12:05-10:09:18 89 pluto[5611]: "Office1" #403140: received Vendor ID payload [XAUTH]
2017:12:05-10:09:18 89 pluto[5611]: "Office1" #403140: received Vendor ID payload [Dead Peer Detection]
2017:12:05-10:09:18 89 pluto[5611]: "Office1" #403140: received Vendor ID payload [RFC 3947]
2017:12:05-10:09:18 89 pluto[5611]: "Office1" #403140: enabling possible NAT-traversal with method 3
2017:12:05-10:09:18 89 pluto[5611]: "Office1" #403140: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:09:18 89 pluto[5611]: "Office1" #403140: ignoring informational payload, type AUTHENTICATION_FAILED
2017:12:05-10:09:35 89 pluto[5611]: packet from 77.75.101.166:500: received Vendor ID payload [XAUTH]
2017:12:05-10:09:35 89 pluto[5611]: packet from 77.75.101.166:500: received Vendor ID payload [Dead Peer Detection]
2017:12:05-10:09:35 89 pluto[5611]: packet from 77.75.101.166:500: ignoring Vendor ID payload [FRAGMENTATION 80000000]
2017:12:05-10:09:35 89 pluto[5611]: packet from 77.75.101.166:500: received Vendor ID payload [RFC 3947]
2017:12:05-10:09:35 89 pluto[5611]: packet from 77.75.101.166:500: ignoring Vendor ID payload [draft-ietf-ipsec-nat-t-ike-02_n]
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: responding to Main Mode
2017:12:05-10:09:35 89 pluto[5611]: | NAT-T: new mapping 77.75.101.166:4500/500)
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:09:35 89 pluto[5611]: | NAT-T: new mapping 77.75.101.166:500/4500)
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: ignoring informational payload, type IPSEC_INITIAL_CONTACT
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: Peer ID is ID_IPV4_ADDR: '77.75.101.166'
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: Dead Peer Detection (RFC 3706) enabled
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: sent MR3, ISAKMP SA established
2017:12:05-10:09:35 89 pluto[5611]: "Office1" #403141: received Delete SA payload: deleting ISAKMP State #403141
2017:12:05-10:14:47 89 pluto[5611]: "S_CorkOffice" #403157: responding to Main Mode
2017:12:05-10:14:47 89 pluto[5611]: "S_CorkOffice" #403157: NAT-Traversal: Result using RFC 3947: i am NATed
2017:12:05-10:14:47 89 pluto[5611]: | NAT-T: new mapping 77.75.101.166:500/4500)
2017:12:05-10:14:47 89 pluto[5611]: "S_CorkOffice" #403157: ignoring informational payload, type IPSEC_INITIAL_CONTACT
2017:12:05-10:14:47 89 pluto[5611]: "S_CorkOffice" #403157: Peer ID is ID_IPV4_ADDR: '77.75.101.166'
2017:12:05-10:14:47 89 pluto[5611]: "S_CorkOffice" #403157: Dead Peer Detection (RFC 3706) enabled
[bookmark: _GoBack]2017:12:05-10:14:47 89 pluto[5611]: "S_CorkOffice" #403157: sent MR3, ISAKMP SA established
2017:12:05-10:14:48 89 pluto[5611]: "S_CorkOffice" #403157: received Delete SA payload: deleting ISAKMP State #403157
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Diagnostics / Ping

Hostname | 89.45.86.211 |

1P Protocol 1Pva v

Source address Automatically selected (default) v

Select source address for the ping

Maximum number | 3 v

OfPINGS o ject the maximum number of pings.

PING 89.45.86.211 (89.45.86.211): 56 data bytes
64 bytes from 59.45.86.211: icmp_seqed ttl=53 time=43.392 ms
64 bytes from 59.45.86.211: icmp_seqel ttl=53 time=43.328 ms
64 bytes from 59.45.86.211: icmp_seqe2 ttl=53 time=43.717 ms

--- 89.45.86.211 ping statistics -
3 packets transmitted, 3 packets received, 0.6% packet loss
round-trip min/avg/max/stddev = 43.717/43.512/43.892/0.072 ms
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Diagnostics / Ping

Hostname | 10.254.254.126 |

1P Protocol 1Pva v

Source address Automatically selected (default) v

Select source address for the ping

Maximum number | 3 v

OfPINGS o ject the maximum number of pings.

PING 10.254.254.126 (10.254.254.126): 56 data bytes

--- 10.254.254.126 ping statistics ---
3 packets transmitted, 0 packets received, 109.6% packet loss
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General Information

() Set this option to disable this phase1 without removing it from the list.

IKEvT v

Select the Internet Key Exchange protocol version to be used. Auto uses IKEv2 when initiator, and accepts either IKEv1 or
IKEV2 as responder.

Internet Protocol 1Pva v

Select the Internet Protocol family.

Interface | wan B

Select the interface for the local endpoint of this phase1 entry.

Remote Gateway | 89.45.86.211

Enter the public IP address or host name of the remote gateway.

Description | SSC to Sophos UTM

Adescription may be entered here for administrative reference (not parsed)
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Phase 1 Proposal (Authentication)

Authentication Mutual PSK v
Method \\ + match the setting chosen on the remote side.
Negotiation mode | Main B
Aggressive is more flexible, but less secure
Myidentifir | My P address B
Peer identifier 1P address M 10.254.254.126
Pre-Shared K test123

Enter the Pre-Shared Key string.
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