MEDICO lokal (Messe)

Sophos-VPN

Sophos
UTM9

194.105.xX.yyy Fra;‘gwt

10.246.181.200

Telematik-VP

Gematik
TI-Netz
10.30.0.0/15

LTE: 80.187.xxx.yy
(dynamisch) |
Sophos

UTM 9

lokal
SG105w

Frankfurt KIM-
MEDICO Mailserver

192.168.20.94
10.246.181.0/24 10.30.7.190

Karten- TI-

terminal Konnektor
192.168.20.66 192.168.20.65

route add DefGW
10.30.0.0/15 10.246.181.254

10.246.181.200




Static route on local UTM (first hop)

' Edit Static Route © [J Acion =~ | Sortby|Statusase v
Route Type: | Gateway route v ) [7] Edit 1 mpa [Tl: gfg: :5 (gi:}eway e T
# Delete
Metwork: | [J &% Tl Ofiene |3 +
[ Clone

Gateway. [ § Remote Sopkin 4+

. Remote Sophos
Comment:| 192.168.20.94 |

Static route on remote UTM (second hop)

' Edit Static Route [ Action =~ | Sortby: Statusasc v |
Route Type: | Gateway route w | ) [ Eait L mpE [T1| gzﬁfg: 2_6 g;}eww Ti-Konnekt
3 ¥ Delete
Metwork: Tl Offene 0 +
g [ Clone
Gateway. O & T-Konnektor| 75

. TI-Konnektor
Comment | 192.168.20.65 H



SSL VPN definition on data center UTM9, resulting in these auto-generated rules

Connections Settinns
<= New SSL Connection...
[3 Open Live Log
Edit S5L Connection

Connection type: | Server

Connection name: |Welch Allyn

[ Use static virtual IP address

Local Hetworks

O W internal (Metwork)

Remote Hetworks

O &9 Tl offene
O & /el

Automatic firewall rules

Comment:

SSL VPN Local data center = server

Exdit automatically created rule

2 TI Offene Eﬁ :l::::-
Welch Allyn &9 o Aoy
containing 10.242.2.2 i

S5LYPHN site-to-site sernver connection: Welch Allyn

v [+ Edit automatically created rule
3 Internal (Netwark) [ ==
X Ay

L SSLVPMN site-to-site server connection: Welch Allyn

SSL VPN Remote = client

Edit automatically created rule
+ 1 10.246.181.0/24 (2) 68 LS
A Ay
S5L VPN site-to-site client connection: Welch Allyh
Edit automatically created rule
2 102 168.20 BH2T () 68 S

10.30.0.0115 & o Ay

S5L WPM site-to-zite client connection: wWelch Allvn

15 Internal (Metwark)

B Tl Offene
&7 Welch Allyn

&% 192.168.20.64/27 (2)
&7 10.30.0.0M15

B9 10.246.181.0024 (D)



