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WARNING: Compression for receiving enabled. Compression has
DEPRECATED OPTION: --cipher set to 'AES-128-CBC' but missing
Note: '--allow-compression' is not set to 'no', disabling da
OpenVPN 2.6.10 Windows [SSL (OpenSSL)] [LZO] [Lz4] [PKCS11]
Windows version 10.0 (Windows 10 or greater), x86 executable
library versions: OpenSSL 3.2.1 30 Jan 2024, LZO 2.10

DCO version: N/A

MANAGEMENT: TCP Socket listening on [AF INET]127.0.0.1:25340
Need hold release from management interface, waiting...
Client connected from [AF INET]127.0.0.1:60608

MANAGEMENT :

MANAGEMENT: CMD 'state on'

MANAGEMENT: CMD 'log all on'

MANAGEMENT: CMD 'echo all on'

MANAGEMENT: CMD 'bytecount 5'

MANAGEMENT: CMD 'hold off'

MANAGEMENT: CMD 'hold release'

MANAGEMENT: CMD 'username "Auth" asahnoun ext'
MANAGEMENT: CMD 'password [...]'

TCP/UDP: Preserving recently used remote address: [AF_INET]1
Socket Buffers: R=[65536->65536] S=[65536->65536]

Attempting to establish TCP connection with [AF INET]196.203
MANAGEMENT: >STATE:1717747870,TCP CONNECT,,,,,,

TCP connection established with [AF INET]196.203.216.154:844
TCPv4 CLIENT link local: (not bound)

TCPv4 CLIENT link remote: [AF INET]196.203.216.154:8443
MANAGEMENT: >STATE:1717747870,WAIT,,,,,,

MANAGEMENT: >STATE:1717747870,AUTH,,,,,.,

TLS: Initial packet from [AF INET]196.203.216.154:8443, sid=
WARNING: this configuration may cache passwords in memory
VERIFY OK: depth=1, C=TN, ST=Tunisia, L=Tunis, O=NextStep
VERIFY X509NAME OK: C=TN, ST=Tunisia, L=Tunis, O=NextStep IT
VERIFY OK: depth=0, C=TN, ST=Tunisia, L=Tunis, O=NextStep IT
Control Channel: TLSv1l.3, cipher TLSvl.3 TLS AES 256 GCM SHA
[SophosApplianceCertificate C230762HTY6RDOA] Peer Connection
TLS: move session: dest=TM ACTIVE src=TM INITIAL reinit src=
TLS: tls multi process: initial untrusted session promoted t
MANAGEMENT: >STATE:1717747872,GET CONFIG,,,,,,

SENT CONTROL [SophosApplianceCertificate C230762HTY6RDOA]: '
SENT CONTROL [SophosApplianceCertificate C230762HTY6RDOA]: '
PUSH: Received control message: 'PUSH REPLY, route-gateway 10
OPTIONS IMPORT: --sndbuf/--rcvbuf options modified

Socket Buffers: R=[65536->65536] S=[65536->65536]

OPTIONS IMPORT: --ifconfig/up options modified

OPTIONS IMPORT: route options modified

OPTIONS IMPORT: route-related options modified

OPTIONS IMPORT: --ip-win32 and/or —--dhcp-option options modi
interactive service msg_channel=664

ROUTE GATEWAY 172.18.12.254/255.255.255.0 I=8 HWADDR=ec:bl:d
open_tun

tap-windows6 device [Ethernet 3]
TAP-Windows Driver Version 1.0
Set TAP-Windows TUN subnet mode network/local/netmask = 10.8
Notified TAP-Windows driver to set a DHCP IP/netmask of 10.8
Successful ARP Flush on interface [12] {D7D5C77B-305B-41E5-8.
MANAGEMENT: >STATE:1717747877,ASSIGN IP,,10.81.234.2,,,,
IPv4 MTU set to 1500 on interface 12 using service

Data Channel: cipher 'AES-256-GCM', peer-id: 0, compression:
Timers: ping 45, ping-restart 180, inactive 900 7680

TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down

IT

opened

Route: Waiting for TUN/TAP interface to come up...
TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
Route: Waiting for TUN/TAP interface to come up...

TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
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Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 4/4 succeeded

C:\WINDOWS\system32\route.exe ADD 196.203.216.154 MASK 255.2

Route addition via service

C:\WINDOWS\system32\route.exe ADD 192.168.1.94 MASK 255.255.

Route addition via service

C:\WINDOWS\system32\route.exe ADD 192.168.1.96 MASK 255.255.

Route addition via service

C:\WINDOWS\system32\route.exe ADD 196.203.216.154 MASK 255.2
Route addition via service failed because route exists

interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
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come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...

len=4 ret=1 a=0 u/d=up
MANAGEMENT: >STATE:1717747904,ADD ROUTES,,,,,,

succeeded

succeeded

succeeded

Initialization Sequence Completed

MANAGEMENT :

Route deletion via service

C:\WINDOWS\system32\route.exe DELETE 192.168.1.94 MASK 255.2

Route deletion via service

C:\WINDOWS\system32\route.exe DELETE 192.168.1.96 MASK 255.2

Route deletion via service
Closing TUN/TAP interface

TAP: DHCP address released
SIGTERM[hard, ]

MANAGEMENT :

WARNING:

DEPRECATED OPTION:

Note: '--allow-compression'
OpenVPN 2.6.10 Windows [SSL

Windows version 10.0
library versions:
DCO version: N/A
MANAGEMENT :

http://127.0.0.1:60110/request?log=openvpn

--cipher set to
is not set to
[LZO]
(Windows 10 or greater),
OpenSSL 3.2.1 30 Jan 2024,

TCP Socket listening on
Need hold release from management interface,

succeeded

succeeded

succeeded

received, process exiting
>STATE:1717747958,EXITING, SIGTERM,,,,,
Compression for receiving enabled. Compression has
128-CBC' but missing
disabling da
[PKCS11]
x86 executable

(OpenSSL) ]

'AES-

>STATE:1717747904, CONNECTED, SUCCESS, 10.81.234.2,
C:\WINDOWS\system32\route.exe DELETE 196.203.216.154 MASK 25

'DO',
[LZ4]

LzZO 2.10

[AF_INET]127.0.0.1:25340
waiting...
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MANAGEMENT: Client connected from [AF INET]127.0.0.1:55645
MANAGEMENT: CMD 'state on'

MANAGEMENT: CMD 'log all on'

MANAGEMENT: CMD 'echo all on'

MANAGEMENT: CMD 'bytecount 5'

MANAGEMENT: CMD 'hold off'

MANAGEMENT: CMD 'hold release'

MANAGEMENT: CMD 'username "Auth" asahnoun ext'

MANAGEMENT: CMD 'password [...]'

TCP/UDP: Preserving recently used remote address: [AF INET]1
Socket Buffers: R=[65536->65536] S=[65536->65536]

Attempting to establish TCP connection with [AF INET]196.203
MANAGEMENT: >STATE:1717747964,TCP_CONNECT,,,,,,

TCP connection established with [AF INET]196.203.216.154:844
TCPv4 CLIENT link local: (not bound)

TCPv4 CLIENT link remote: [AF INET]196.203.216.154:8443
MANAGEMENT: >STATE:1717747964,WAIT,,,,,,

MANAGEMENT: >STATE:1717747964,AUTH,,,,,,

TLS: Initial packet from [AF INET]196.203.216.154:8443, sid=
WARNING: this configuration may cache passwords in memory
VERIFY OK: depth=1, C=TN, ST=Tunisia, L=Tunis, O=NextStep
VERIFY X509NAME OK: C=TN, ST=Tunisia, L=Tunis, O=NextStep IT
VERIFY OK: depth=0, C=TN, ST=Tunisia, L=Tunis, O=NextStep IT
Control Channel: TLSv1.3, cipher TLSv1.3 TLS AES 256 GCM_ SHA
[SophosApplianceCertificate C230762HTY6RDOA] Peer Connection
TLS: move session: dest=TM ACTIVE src=TM INITIAL reinit src=
TLS: tls multi process: initial untrusted session promoted t
MANAGEMENT: >STATE:1717747966,GET CONFIG,,,,,,

SENT CONTROL [SophosApplianceCertificate C230762HTY6RDOA]: '
PUSH: Received control message: 'PUSH REPLY,route-gateway 10
OPTIONS IMPORT: --sndbuf/--rcvbuf options modified

Socket Buffers: R=[65536->65536] S=[65536->65536]

OPTIONS IMPORT: --ifconfig/up options modified

OPTIONS IMPORT: route options modified

OPTIONS IMPORT: route-related options modified

OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modi
interactive service msg channel=756

ROUTE _GATEWAY 172.18.12.254/255.255.255.0 I=8 HWADDR=ec:bl:d
open_tun

tap-windows6 device [Ethernet 3]
TAP-Windows Driver Version 1.0
Set TAP-Windows TUN subnet mode network/local/netmask = 10.8
Notified TAP-Windows driver to set a DHCP IP/netmask of 10.8
Successful ARP Flush on interface [12] {D7D5C77B-305B-41E5-8.
MANAGEMENT: >STATE:1717747966,ASSIGN IP,,10.81.234.2,,,,
IPv4 MTU set to 1500 on interface 12 using service

Data Channel: cipher 'AES-256-GCM', peer-id: 0, compression:
Timers: ping 45, ping-restart 180, inactive 900 7680

TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down

IT

opened

Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP
TEST ROUTES: 0/0 succeeded
Route: Waiting for TUN/TAP

http://127.0.0.1:60110/request?log=openvpn

interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to
len=-1 ret=0
interface to

come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
a=0 u/d=down
come up...
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2024-06-07 09:13:02 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:02 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:03 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:03 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:04 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:04 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:06 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:06 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:07 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:07 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:08 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:08 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:09 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:09 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:10 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:10 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:11 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:11 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:12 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:12 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:13 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:13 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:14 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:14 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:15 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:15 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:16 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:16 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:17 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:17 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:18 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:18 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:19 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:19 Route: Waiting for TUN/TAP interface to come up...
2024-06-07 09:13:21 TEST ROUTES: 0/0 succeeded len=-1 ret=0 a=0 u/d=down
2024-06-07 09:13:21 MANAGEMENT: >STATE:1717748001,ADD ROUTES,,,,,,

2024-06-07 09:13:21 C:\WINDOWS\system32\route.exe ADD 196.203.216.154 MASK 255.2
2024-06-07 09:13:21 Route addition via service succeeded

2024-06-07 09:13:21 C:\WINDOWS\system32\route.exe ADD 192.168.1.94 MASK 255.255.
2024-06-07 09:13:21 Warning: route gateway is not reachable on any active networ
2024-06-07 09:13:21 C:\WINDOWS\system32\route.exe ADD 192.168.1.96 MASK 255.255.
2024-06-07 09:13:21 Warning: route gateway 1is not reachable on any active networ
2024-06-07 09:13:21 C:\WINDOWS\system32\route.exe ADD 196.203.216.154 MASK 255.2
2024-06-07 09:13:21 Route addition via service failed because route exists
SYSTEM ROUTING TABLE

0.0.0.0 0.0.0.0 172.18.12.254 p=0 i=8 t=4 pr=3 a=57161 h=0 m=35/0/0/0/0
127.0.0.0 255.0.0.0 127.0.0.1 p=0 i=1 t=3 pr=2 a=254154 h=0 m=331/0/0/0/0
127.0.0.1 255.255.255.255 127.0.0.1 p=0 i=1 t=3 pr=2 a=254154 h=0 m=331/0/0/0/0
127.255.255.255 255.255.255.255 127.0.0.1 p=0 i=1 t=3 pr=2 a=254154 h=0 m=331/0/
169.254.0.0 255.255.0.0 169.254.129.0 p=0 i=12 t=3 pr=2 a=32 h=0 m=258/0/0/0/0
169.254.129.0 255.255.255.255 169.254.129.0 p=0 i=12 t=3 pr=2 a=32 h=0 m=258/0/0
169.254.255.255 255.255.255.255 169.254.129.0 p=0 i=12 t=3 pr=2 a=32 h=0 m=258/0

172.18.12.0 255.255.255.0 172.18.12.74 p=0 i=8 t=3 pr=2 a=57161 h=0 m=291/0/0/0/
172.18.12.74 255.255.255.255 172.18.12.74 p=0 i=8 t=3 pr=2 a=57161 h=0 m=291/0/0
172.18.12.255 255.255.255.255 172.18.12.74 p=0 i=8 t=3 pr=2 a=57161 h=0 m=291/0/
196.203.216.154 255.255.255.255 172.18.12.254 p=0 i=8 t=4 pr=3 a=0 h=0 m=291/0/0
224.0.0.0 240.0.0.0 127.0.0.1 p=0 i=1 t=3 pr=2 a=254154 h=0 m=331/0/0/0/0
224.0.0.0 240.0.0.0 172.18.12.74 p=0 1=8 t=3 pr=2 a=57166 h=0 m=291/0/0/0/0
224.0.0.0 240.0.0.0 169.254.129.0 p=0 i=12 t=3 pr=2 a=162 h=0 m=258/0/0/0/0
255.255.255.255 255.255.255.255 127.0.0.1 p=0 i=1 t=3 pr=2 a=254154 h=0 m=331/0/
255.255.255.255 255.255.255.255 172.18.12.74 p=0 i=8 t=3 pr=2 a=57166 h=0 m=291/
255.255.255.255 255.255.255.255 169.254.129.0 p=0 i=12 t=3 pr=2 a=162 h=0 m=258/
SYSTEM ADAPTER LIST

Intel (R) Ethernet Connection I217-1LM
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Index = 8

GUID = {782E107E-DE9D-463A-BEBO-FAF4E431B472}
IP = 172.18.12.74/255.255.255.0

MAC = ec:bl1:d7:60:66:61

GATEWAY = 172.18.12.254/255.255.255.255

DHCP SERV = 172.18.10.1/255.255.255.255

DHCP LEASE OBTAINED = 2024-06-06 17:20:39
DHCP LEASE EXPIRES = 1970-01-01 01:00:00
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DNS SERV = 172.18.10.1/255.255.255.255 192.168.10.1/255.255.255.255

Sophos TAP Adapter
Index = 12
GUID = {D7D5C77B-305B-41E5-8A46-51C5747391CB}
IP = 169.254.129.0/255.255.0.0
MAC = 00:f£:d7:d5:c7:7b
GATEWAY = 0.0.0.0/255.255.255.255
DHCP SERV = 0.0.0.0/255.255.255.255
DHCP LEASE OBTAINED = 2024-06-07 09:13:21
DHCP LEASE EXPIRES 1970-01-01 01:00:00
DNS SERV =
2024-06-07 09:13:21 Initialization Sequence Completed With Errors

( see http://o

2024-06-07 09:13:21 MANAGEMENT: >STATE:1717748001,CONNECTED,ERROR,10.81.234.2,19

http://127.0.0.1:60110/request?log=openvpn
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