Rule name *

| Black Social Media and Streaming Applications |

Action

| Accept -

Log firewall traffic

Logs traffic, matching this firewall rue, on the appliance [by defauit] oron the configured sysiog

server

Source

Select the source zones, networks, and devices

The rule applies to traffic from these sources during the scheduled time period

Source zones *

LAN (-]

Add new item

Destination and services
Select the destination zones, networks, devices, and services.
Ther to traffic to inati

Destination zones *
WAN [-]
Add new item
WAN (-]
Add new item

O Match known users

> Add exclusion @

Create linked NAT rule @

Security features
v Web filtering

‘Web policy
| social_Media_Blocked -

(O Aoply web category-based traffic shaping

Block QUIC protocol

Description

Block Social Media and Streaming

Source networks and devices *

Any

Add new item

Destination networks *

Add new item

Any

Add new item

Malware and content scanning
[0 scan HTTPand decrypted HTTPS

| Use zero-day protection

[0 Scan FTP for malware

Rule group

Hone -]

During scheduled time
All the time

Select to apply the rule to & specific time period and day of the week

Services *
[Any o

Add new item

Services are traffic types based on a combinatian of protocols and ports.

Any @

Add new item

Services are traffic types based ona combination of protocols and ports.

Filtering common web ports
[0 use web proxy instead of DPI engine
@ DPI engine or web proxy?
‘Web proxy options.
[0 Decrypt HTTPS during web proxy filtering



Security features
~ Webfiltering

Web policy
[ social_Media_Blocked B

[ Apply web category-based traffic shaping

Block QUIC protocal

» Configure Synchronized Security Heartbeat

Other security features

dentify and control applications (App control)
[ social Media Blocked B

O Apply application-based traffic shaping policy

Detect and prevent exploits (IPS)
| None n

> Scan email content

Web Policy settings

Edit web policy

Name*

Description

Users

A8 Anybody

A& Anybody

Search engine enforcement

O Eenforce safeSearch

Enforce additional image filters

[ Enforce YouTube restrictions

Restriction level

Policy Quota Status

Malware and content scanning
[ Scan HTTP and decrypted HTTPS

Use zero-day protection

[0 Scan FTP for malware

Filtering common web ports
([ Use web proxy instead of DPI engine
© 0PI engine or web proxy?
Web proxy options
([ Decrypt HTTPS during web proxy filtering

‘Shape traffic DSCP marking
None B Select DSCP marking B
[ social_Media_Blocked
Blocking of all social media
y

Activities Action Constraints Manage Status
&3 Social Metworking [ + @ W
©&® Video hosting 9 + @ W

Default action

Prevent potentially inappropriate images, videos, and text from appearing in Google,

Yahao, and Bing search results. You can reduce the risk of exposure to explicit content by

Allowed time quota [ 1

v.| Hours [ 0

| Minutes

enabling additional filters that display only images with a Creative Commons license
A\ This option can be enforced by the web proxy only.

Prevent access to potentially inappropriate content by restricting which videos are
returned in YouTube search results.
£\ This option can be enforced by the web proxy only.

Set the maximum allowed time for a single user to browse web content that falls into
categories restricted by a quota policy action



Policy Quota Status

Minutes Set the maximum allowed time for a single user to browse web content that falls into

Allowed time quota | 1 v| Hours ‘ 0
. . . categories restricted by a quota policy action.

Advanced settings

Enable logging and reporting
D Prevent download of files larger than MB Values between 1 and 1536 MB are permitted

[J Add X-Forwarded-For header to outgoing HTTP requests This can expase the user's internal |P address. Only use it with a properly configured
upstream load balancer or proxy.
A This option can be enforced by the web proxy only.
[J Restrict login domains for Google apps
Allowed domain(s) A comma-separated list of allowed domains for Google apps
A\ This option can be enforced by the web proxy only.
D Apply Microsoft Azure AD tenant restrictions
Restrict-Access-To-Tenants Comma-separated list of domain names and domain IDs in GUID format

Restrict-Access-Context Directory ID of the tenant setting the restrictions in GUID format
A This option can be enforced by the web praxy only.

Application filter

Lz Lz Block Social Media and Streaming Applications
4
=m
O Application Application fiter criteria  Schedule  Action  Manage
TrialMadness Facebook Game, CastleVille Facebooka; Category =Gaming,
op, Facebook Iphon, Facebook Website, WildOnes Facebook Game, Facebaok Posting, Facebook Graph API, JungleJewels Facebook Game, Facebook Category = Gaming
Status Update, Facebook Like, YoWorld Faceback Game, Facebook Message, Scramble Facebock Game, Tikifarm BiggestBrain Games, CuteBears Wasan Awmmné .
FacebookApp, MyTribe Facebook Game, Facebook Messénger, Facebook Like Plugin, Facebook Chat on YahooMail, TypingManiac Facabook Game, NightCIUGCity Facebook Game, PooiMaster Facebook Game, s o,
Hoosters2 Facebookipp, Facebook Garnes, NijaSags Faco0okApp, Faoebook Seafth Fabebook pics Uploat, HEort Facetaoispp, LavePhoto FacsboolcApp, Faceaok Vigeo Uploao, ook FacaonokAp, peoy ﬂmm
[ Eoker Facenook Games, Focebook Qusstions, Japan FacebonkName, Facebook Share, Commant Atachment - Facebook, Facebook plugin, Focobook BlackBorry Chat, Premier ootallFacebook Ga sCous  Althe beny ,E
Facebook Events, , Facebook Login on YahaoMall, Games, MillionaireCi Gamas, Fcebosk Video Piayback, Jewelbuzzia Facabook o Casa,  Time
Garme. Facobons Limiad ACGass, Facaneok ABItatons, Belcaion Facasak Bames, Facab ok Chat.FIanuile FacbbsokAnp, MORWors Farabeok Same. Ciyiile FacehookApp, HinaolcFapebook Sames, e e
FaceBaok IM on Yahoo Messenger, Facebook Pics Downioad, ProfileSong FaceoookApp, Facebook Video Chat, Mafia Loss of pr.
Facebook Blackberry, Farm Games, Zooworld ¥ Games, Scialbox , Facebook C 3, Facebook Anaroid, Facenook Past Attachmer, s Lt Sk
CafeWorid-Facebook Games Sased, Cllant Sever
Category = Mabile
Applications, Remote
Access, Social Network
T-Very Low, 2-Low,
-Medium, 4-High . _
O Instagram, Mediaget Installer Download, Instant Housecall Remote Access, Instagram Visual Media, Instagram Profile Picture Upload Characteristics = Altne Deny v ]
Excessive Bandwidth, me
Loss of productivity,
Transfe
Technology = Browser
Based, Client Server.
Category = Conferencing,
Download Applications,
ommerce,
Beam Your Screen. Yougao, Youizz Voutube Downlosdsr outube Video Search, Yautube Website YouTube Kids Websit, Jiaoyou - 00, vouku Sireeming, YouTube Shae Video, Youporn Streaming. Youtube Risk = Al Risk i _
O Video Streaming, YouChat Al, ShadeYouVPN, Hide-Your-IP Proxy, YouCanBook me, Pengyou, YouTube Subscribe, Your fresdom Update, Youpunish roxy, Youtube . C istics = All A Deny i
Submityourficks Streaming, CabdYou, YouTube Like/ Plus, Yourlust Streaming, YoTube Comment, YouTube Add to, Yourfilehost Dowriload, Yousendit Web Download Characteristics ime
logy = Browssr
Based, Chant Server
cation = New



Category = Mobile

Applications
Risk = 4-High
Characteristics = Loss of

O Tikiok productivity,
Vuinerabilities, Widely
Used
Technology = Client

Allthe

e Deny

NDTV Streaming, Tapin Radio, Amarujala Streaming, NHK World TV, Xogogo Video Streaming, Renren Music Website, DouBan FM, Coursera, Zenga, iHeart Radio Streaming, Mixwit Website, Startv Website, 101
Network, Grooveshark Music Streaming, LeTV Streaming, Megavideo, WVX Video Streaming, Aastha TV, CNTV Live Streaming, StarSport Video Streaming, Svtplay Streaming, CNN Video Streaming, ALTBalaji,
ThisAV, Tritan Digital, WMX Video Streaming, ItemFix, SPB TV, TVFPiay, VMate, EarthCam Website, Tnafiix Website, JB Hi-Fi, ABC Australia, NicoNico Douga Streaming, HOpornstar Video Streaming, Hahaha
Website, ReadonTV Streaming, Podchaser, Shufuni.ty, Antenal, QQ Live Video Streaming, nexGTV, Smule, Spotify Streaming, Strem: m mp3 Streaming, Qik Streaming, SNOW, Stagevu Streaming,
Dhingana Streaming, Dicdeo Streaming, Youku Streaming, Sakshi TV Streaming, LiveXLive, Gumlet, YUppTV Streaming, ErosNow, MunduTV Desktap App Login, NeonTV, Stitcher, Voot, Rutube Streaming, Jijad
Websits, Tagoo ru Music Streaming, QUANTEEC, MPA-Octet Streaming, Deezer Websits, Tubi TV, Al-Arabiya, Hardsextube Streaming, Libsyn, Times of India Videos, Ezyflix TV, Babes Video Streaming, Enorner
Video Streaming, PuthivathalaimuraiTV, Archaeology. Naked Streaming, Mediamankey website, Userparn Video Streaming, 8Tracks, xHamster Streaming, GNET, LightBox, Kwai App Suite, Unacademy, Plus7,
Euronews, Radio Public, Desjay, Spinjay Website, Moviesand Video Streaming, Banatast, Megogo Streaming, VGO TV, Baidu Music, Wynk Music, Stri pehat, Pandara Husic Streaming, Tionic Streaming, Last Fi
Streaming, WWE Video Streaming, UEFA Video Streaming, Vigo Video, Fame. Deccan Chronicle Videa Stream bsite, . Global News, .
WLM Video and Voice Chat, NewsNation, Music.com, Qiyi Com Streaming, Mediastream, Redtube Streaming, Global TV, MylBtube Streaming, VEonTV Slreammg, Totorosa Media Website, Plex, Livestream
Website, Limelight piayist Streaming, V10 Website, Ebaumsuworid Video Streaming, Rakuiten Uik NIMO TV, elon Music, Dailymotion Video Uploat, Siingbox Sireaming, Rio Website, ZeaTV Agp, Keyhole T
Streaming, Tageo Website, Sling, Magnatune Audio Streaming, Megabox Streaming, ¥anoo Video Streaming, Wind dio Streaming, b: Website, 3QSDN Streaming,
Neokast Streaming, vanoo Douga Streaming, Baidu Player, MTV Wabsite, Uusee Streaming, Keyhole Video Login, Movenetworks Website, Goyala VIdeo Services, vourlust Streaming, Bresto, RTMPE Streamin
Sciencestage Streaming, Hayu, Jigiy Websits, JW Player, Freety Websits, CNTV Video Streaming, Facebook Video Playback, Totorosa Music Website, Winamp Piayer Streaming, RealTime Streaming Protoc
Sbs Netv Streaming, Hungama, Airtel TV, Spankbang, MP4 Streaming, ABC Web Player, Flixster Website, Shockwave Based Streaming, Dainik / Divya Bhaskar Streaming, Tun
Streaming, IndiaTV live, Willing Webcam Streaming, Imlive Streaming, Fotki Website, HellaTV, Music Tube, Bestporntube Streaming, Youtube Website, ug Website,

Connatix, Eapntar Video Streaming. SBS On Demand, &Tube Streaming, TheWall Siract Jourmal, Realnuieart Website. SWE Strearming, Vodafons Piay. Ahazon Prime Streaming. 80 66, ABG, Qovela
Streaming, & ch Music Streaming, SinaTV, RealTme Messaging Protocoy Brightcove Media, stream Website. NetFiix Website, TENplay, Epic TV, Wetpusey Streaming, BBCVIGEO Sreaming, QuickTme
Streaming. HTTP Video Streaming, Pornsharla Video Streaming, Jio TV, 31TV, Adobe Player Streaming, Photobucket, VICE Vicyard, TV3, ATt1S, WorldTV Streaming, HioFix Website, Brightaik Play Lynda com

(O  VideoStreaming, Divan TV, ABC/ ‘outuDe Video Streaming, Tr , Twitter , Vakaka Website, Live Station Streaming, QQ Messenger Video Chat, ShoutCast Websi Category = Streaming Allthe .
Zuzandra Website, Baidu Video Streaming, Brazzers, IMDB Streaming, Pornjog Video Streaming, ETV News, Yobt Video Streaming, Indianparnvideos Streaming, Nejat TV Streaming, Hulu Website Auazeera Media Time Y
‘Augio Streaming, MySpace Video Streaming, Channeld Streaming, QUICkFIix, Vimeo Streaming, NBC News, Time Video Streaming, ppFilm, Giphy, STAR Sports, Zattoo Stre Video Streaming,
Routars, NauGhtyamerica Streaming, Pandora Ty Stieaming, Nats Video StEamIng, Siusx Website, Simiplacast, Biip TV SUEaming, Castbix, SubmitybUMIcks Streaming, DallyMai Streaming, Colors video
Streaming, Saavn Website, Transport Stream, Streaming, ULLU  KKBox Web Streaming, Channel News Asia, Fancode, ONTV Live Straaming, Funshion Streaming, CBC, Amazon
Prime Watchlist, Orgasm Video Steaming, st\avev Streaming, Audible, Live365, WM Video Streaming, Playboy.tv Streaming, Gfycat, PPStream Streaming, Xfinity TV, CBox Streaming, Real Player, Topouzz,

Guvera, Asj Tak, TVI8 Streaming, Drl vplay Streaming, 00 Streaming Application, Quickplay Videos, Madthumb Video Streaming, Youjizz, Vakaka Streaming, Xunlei Streaming, Free18, Youporn
Stroaming, SKY News, Pornnub Streaming, MOUB Playist. Ajazeera video Streaming, Last fm Audiosarobbler, Flixwagon Streaming, Ap Archive Streaming, Viewsurt, QvoD Streaming, TVB Video Streaming,
Archive org Video Streaming, Google Video Chat, Voddler Webst 0 Streaming, Sina Video Streaming, VidibleTV, Hotstar, XBMC, Quick Player Streaming, GolfTV Streaming, ABP Live, Alphaporno Video
Sirgaming, Allareta Live Stearming, 063 Nevis, Rocio France Intetnatarsle, Fapau Vi3t Srearming, X.Fiv Sreamin, Snanpy V. Express.co ik SHteaming, Sopcost Strebrming, ideopaan Vices SUBming,
Kinolive pl Streaming, NPR Radio Streaming, Mpeg Streaming, ASX/ASF Video Streaming, Tudou Streaming, MediaDrug, GQ Website, Joost Website, Clarin Web Video Streaming, Metacare Videos Streaming,
Padbean, Pornerbros Streaming, FastTV, Octet-FLV Streaming, Ustream TV Web Streaming, Udemy, Youtube Video Upload, Webshots Streaming, iTunes Internet, Yahoo IM Videa and Voice Chat, IMBC, Tube&
Streaming, Tvigle, Tvnz, vPorn, Duomi MUsic, Fark Website, Drunkt Website, Q Music Streaming, Ingiatimes Li  PlUtO TV, treaming, Stan, PBS Video Streaming, Bing Vioeos, Orb
Website, Napster Streaming, Vi, Camd Streaming, Gmail Video Chat Streaming, Realmedia Streaming, Youpunish Video Streaming, Vevo, Crictime Video Streaming, Microsoft Media Server Protacol, MXPlayer
Video Streaming, Digitalproserver, HTTP Audio Streaming, Sun NXT, Google Video Streaming, Pornyeah Streaming, Yahoo TV, Mixer - Interactive Streaming, Pullbbang Video Streaming, Pinterest Straaming, SVT
Play, Raaga Streaming, Twitch Video Streaming, Gyao Streaming, PPLiv Streaming, Wix Media Platform, Vidio, SpokenLayer, Republic TV, YouTube Kids Website, Kuwo.cn Web Music Streaing, WMV Video
Streaming, Hyves Website, Tata Sky Mobile, ILikeMusic Streaming, Instagram Visual Media, Cienradios Streaming, Channel 9, MediPlayer Streaming, Tivo, Fux Video Streaming, 56.com Streaming, ShoutCast
Streaming, Red Bull TV, Mediacarp, MyMusic, 6.on Video Streaming, Turner com, Smutty Website, Amazon Music, Yobt Website, Hyves Music Streaming, JioCinema, Wynk Movies, News18 Video Streaming,
Veetle Streaming, Yuviitu Streaming, Bravo TV, Meettheboss Video Streaming, Amazon Prime Search, Curiouscast, Streamaudio Streaming, RTMPT Streaming, FLV Streaming, RaidoFM, Motherofporn Video
Streaming, XNXX, Acast, Dailymation Streaming, StarPlus Video Streaming, Aha Video, AudioBoom, Octoshape Streaming, Vidmate, ZEES, KwMusic App Streaming, Playwire, IFood, Fucktube Streaming,
Xvirians Straaminn Vi SNews (ins and Birs Wahsite Fyiremasayiiiha Sfraamina Sanviiv Viden Streamina Rhansady Tidal o

Facebook Applications, Docstoc Website, Facebook Plugin, MySpace Website, MySpace.cn Website, Twitter Website, Facebook Website, Bebo Website, Classmates Website, LinkediN Compose Webmail, Digg
Web Login, Flickr Website, Flickr Web Upload, Friendfeed Web Login, HoOtsuite Web Login, Friendster Web Login, HiS Website, Facebook Video Chat, Google Plus Website, Facebook Pics Download, Facebook
Pics Upioad, Facebook Video Upload, Facebaok Status Update, LinkedIN Mail Inbox, LinkedIN Status Update, LinkedIN Job Search, LinkedIN Company Search, LinkedIN Limited Access, Twitter Upload, Twitter
Message, Twitter Status Update, Twitter Limited Access, FaceDook Limited Access, Blogger Create Biog, Bidgger Post Elog, Facebook Message, Facebook Graph API, Faces Website, Filmaffinity Website,
Filmow Website, Fledgewing Website, Focus Website, Fotolog Website, Fueimy Website, Friendica Website, isreunited Website, Fruenstueckstreff Website, Fubar Website, Gapyear Website, Gather
Website, Gays Website, Getglue Website, Gogoy Tuenti Website, Ryze Website, Website, Website, Weibo Website, Skyrock Website, Sacialvibe Website, Twoo, Stickam
Website, Studivz Website, Tagged Website, Talkbiznow Website, Trombi Website, Travellerspoint Website, Tribe Website, Travbuddy Website, The-sphere Website, Termwiki Website, Taringa Website, Taitopia
Website, Shelfari Website, Vampirefreaks Website, Virb Website, Wakoopa Website, Wattpad Website, Wayn Website, Weeworld Website, Wellwer Website, Weourfamily Website, Wepolls Website, Wer-kennt-
wen Website, Weread Website, Wiser Website, Wooxie Website, Writeaprisoner Website, Xanga Website, Xing Website, Xt3 Website, Yelp Website, Zao Website, Zooppa Website, 43things Website, Academia
Website, Advogato Website, Anobli Website, Asianave Website, Asmallworld Website, Athinks Website, Audimated Website, Exaloroo Website, Bl Website, Blackplanet Websie, Blauk Websita, Blogster
Website; Busuu Website, BUzznet Website, Cafemom Website. Care2 Website, Caringbridge Website, Tyited Website, Cloob Website, Couchsurfing Website, Cozycot Website, Crosstv Website, Crunchyroll
Website, Gyworld Websit, Dalybooth Website, Dailystrength iebsite, Delciols Website, Disaboorm Websita, D203y Website, Dontstayin Websita, Draugiem Website, Dousan Website, Dxy Website, Efftown
Website, Elixic Website, Epernicus Website, Experienceproject Website, Faceparty Website, Gaiaoniine Website, Gamerdna Website, Geni Website, Gaodreads Website, Goodwizz Website, Govioop Website,
Grono Website, Habbo Website, Hospitalityclub Website, Hotlist Website, Hr Website, Website, party, Identi ca, Website, Ircgalleria Website, Italki Website, itsmy Website, Iwiw ca Social
Website, Kiwibox Website, Lafango Website, Laghook Website, Laihaari Website, Last.fm, Librarything Website, Lifeknot Website, Linkexpats Website, Listography Website, Livejournal Website, Livemocha Met‘:ﬂ]rqn
Website, Makeoutclub Website, Meetin Website, Meetup Website, Mymfb Website, Mocospace Website, Mog Website, Mouthshut Website, Mubi Website, Myneritage Website, Mylife Website, Meetme Website, ok
Naszakiasa Website, Netlog Website, Nexapia Website, Ngopost Website, Ning Website, Opendiary Website, Outeverywhere Website, Passpartstamp Website, Patientslikeme Website, Partyflock Website,
[  PinostaWebsite, Pinterest Web: Iax0 Websits, Purevolume Websits, Playfire Website, Playlist Website, Plurk Website, 0zone Website, Ravelry Website, Renren Website, Researchoate Website, Enaractoristios o A
Reverbnation Website, Myopera Website, Tumbir Like, Tumbir Follow, Tumblr Search, Dudy, Qianlong BBS, People BES, PartnerUp, Pcpop BES, Nk Meeting Placs, Niwots, Fanpop, Eyejot, Evelot Video Message,  Gfiaracienstios =
Daum Cafe, Daum, QO BBS, Cat8s8 BBS, Bigtent, Baidu Tieb: me, 5460 Net, 163 BBS, Zhanzuo, Xinfuanet Forum, Xinhuanet, Wordpress, Discord, Perfspat. Perfspot Pic Upload, PerezHilton, Chinaren Tochnology = Browser
Club, BabyCenter, 360quan, YeeYoo, Twtkr, Twtkr Search, Scispace, Lokalisten, Deinside, Cnxp BBS, Blogspot Blog, Blog.com, Yoono, Sohu Club, Woome, Zoosk, Tweetie, Quora, Jiaoyou - QQ, Mekusharim, My B e,
Mailru, Jammer Direct, Social Calendar, BigAdda, Ameba Now, Ameba Now - New Post, Yahoo Groups, Xici, Xiaonel, Xcar, Tiexue, Status-Net, Work, Jiayuan, Xilu, Voc, Tom, Tianya, Ning Invite, Ning Photo Upload,  daeetelEnt -
Hatena, Hatena Message, eHarmony. Egloos, Egloos Blag Post, Circle of Mams, Chinaren, Chinaren Class, 550bs, 51 COM. 51.COM BBS, Yammer, Tistory, Supei, Reunion, Facebook Like Plugin, 2CH, Tumbir Post, =
Tumblr Reblog, Tikifarm FacebookApp, Jumpingdog FacebookApp, Lokalistens Photo Upload, Mysee Website, Schmedliey Website, Tuenti Status Update, Tuenti Phota Upload, Tuenti Video Search, Viadeo
VebLooin, Ameba Blog Post, Babycenter Name Search Badao Website, Bloomberg Businesswesk, Craigslst Website, DevlantART Wiebsite, Facebook Login on vahootal Fan FacebookAop, Hearl
, , Socialbox . , CuteBears , Fishville
Mnum rs2 lea 203 lock , Castleville , CityVille , Zooworid , WOrgsWithFriends
ebsite, Internations Website, Kaixin00L Website, ConODT Sratus Update, Kaixin001 Photo Upload, Kaixin001 Comment Posting, Marvel Website, Me2Gay Website, Meinvz Website, Mixi, Ao
Answers, Aol Answers - Ask. Hainel, DayTimeTy, Weibo Micrablogging, Weio New Post, Rednet BBS, Q0 City, Pengyou. 163 Alum, Tumblr Blog, Facebook POst Attachment, Facepook Questions, Facebaok
Commeniting, Facebook Posting, Facebook Events, LinkedIN Universities, Google Mest, Google Plus Photos, Gaogle PIUs Post, Google Plus Upload, Twitter Discaver, Twitter Follow, Twitter Retweet, Twitter
Search, YouTube Add ta, YouTube Comment, YouTube Like/Plus, YouTube Share Video, Between, Facebook Like, Messages for Web, We Heart It, LinkedIN Website, LinkedIN Companies, LinkedIN Groups,
LinkediN Jobs, Linked N Search, LinkediN Universities Search, LinkedN Posts Searer, LinkediN Groups Search, LinkediN Peonle Search, Goagle Plus +1, Google Pius Add To Circle, Google Plus Commen: Google
Plus Communities, Google Plus Events, Twitter Notifications, YauTube Subscribe, VK Social, Google Plus People, Fluttr, Facebook Sha &, Comment Attachment - Facebaok, Imgur, 500px, ShareBlast,
Live Iy, Pintarest Upload, Gaogle Groups, Instagram Profile bicture Upload, Piterest Board Create, Facebook Search, LinkedlN Messenger Pile Upioatl, LINKEGIN Messenger File Downioad, vi Chat, Vi Message,
LinkedIN Profile Download, Pinterest Repin, Pinterest Like, Meetup Message, Tellagami Share, Bubbly, HubPages, Stackoverflow, Google Plus Join Gommunities, LinkedIN Videos, Happn, Tinder, Bumble,
SweetMeet, Grindr, Lovo, Moj, 0mi, Chingari, Aisle, Trulymadly, IHappy, Triller, Evermatch, Mingle2, FunXD, QuackQuack, Match, Ghat & Date, Ghoice of Love, Pure, Dating com

ry Low, 2-Low,
.
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Policy Tester

Log viewer Policy test
Connection details
URL Connection
Test time 07:42:14 Tuesday
[ voutube com (] http//voutube com
Destination 1P 1722171714, port 80, TCP
e User User unauthenticated
[0 Authenticated user
Result Blocked
‘Web protection
o ang o category Video hosting
ime ane
Yo and day Web policy Social_Media_Blocked o
| 07 ~|:[ 42v| | Tuesday
— - Matched web rule
Testmethod Users Activities Action Constraints
[ web policy oniy 28 Anybody @ Videa hosting 9

Web policy

| Social_Media_ Blocked |




Connection details

URL

| tiktokcom )

User
[ Authenticated user

Time and day

| 09w 34| | Tuesday -

Test method

| wen poicy ny -

‘Web policy

| sociat_tedia_Biocked -

Connection details

URL

| tiktok.com |0

User

[ Authenticated user

Time and day

| 09 w|:| 34v| | Tuesday

Test method

| Firewall, SSL/TLS, and web

Source IP

| 172163162

Source zone

| Auto-detection -

Connection details

URL

| youtuse.com )

User

[ Authenticated user

Time and day

| 03 w|: 34w| | Tuesday v

Test method

| Firewall, ssL/TLs, and web M

Source IP

| 172183162

Source zone

| Auto-getection M

Log viewer

Connection
Testtime
Destination
Destination IP
User

Result

Web protection
Category
Web policy

Matched web rule

Users

28 Anybody

Log viewer

Connection
Testtime
Destination
Destination IP
Source 1P
Source zone
User

Firewall rule
Web proxy

Result

Web protection
Category
Web policy

Matched web rule

Users

Log viewer

Connection
Test time
Destination
Destination IP
Source IP
Source zone
User

Firewallrule
Web proxy
Result

Web protection

Category

Web policy

Matched web rule
Users

Policy test

09:34:22 Tuesday
http;//tiktok com
316013271, port 80, TCP.
User unauthenticated

Blocked

Social Networking
Social_Media_Blocked 4

Activities Action

@» Social Networking 9

Constraints

Policy test

09:34:21 Tuesday
hittp:/tiktok com
316013271, port 80, TCP
172163162
Auto-detection

User unauthenticated

#LAN_WAN_AnyTraffic (ID: 1) Accept
Use proxy for ports 80 and 443

Allowed

Social Networking
Allow All

Activities

Default action

Action

9

Constraints

Policy test

09:34:00 Tuesday

http: /youtube.com

142 25018514, port 80, TCP.
172163162
Auto-detection

User unauthenticated

#LAN_WAN_AnyTraffic (ID: 1) Accept
Use proxy for ports 80 and 443

Allowed
youtube
Allow All
Activities Action
Default action 9

Constraints



Another test

Connection details

URL

wwwyoutube.com

User

[ Authenticated user

Time and day

21v|: 11w Tuesday

Test method

Firewall, SSL/TLS, and web

Source IP

[ 17216.3162|

Source zone

Auto-detection

Connection detalls

URL

www.youtube.com

User

D Authenticated user

Time and day

2l v i 11w Tuesday
Test method
Web policy only

Web policy

Social_Media_ Blocked

Log viewer

Connection
Testtime
Destination
Destination IP
User

Result

Web protection
Category
Web policy

Matched web rule
Users

A% Anybody

Log viewer

Connection
Test time
Destination
Destination IP
User

Result

Web protection
Category
‘Web policy

Matched web rule

Users

A% Anybody

Policy test

21:11:04 Tuesday

http: /www.youtube.com
142.250.200.78, port 80, TCP
User unauthenticated

Blocked

Video hosting
Social_Media_Blocked 4"

Activities Action

@ Video hosting L]

Constraints

Policy test

21:11:33 Tuesday
http://www.youtube.com
142250178174, port 80, TCP
User unauthenticated

Blocked

Video hosting
Social_Media_Blocked 4*

Activities

@» Video hosting

Action

1<)

Constraints



Connection details

URL

Log viewer

| youtube.com

User

Connection
Test time
Destination
Destination IP

Policy test

21:19:40 Tuesday
http: #/youtube com
172217168174, port 80, TCP

Source IP 172161487
() Authenticated user Source zone LAN
User User unauthenticated
Firewall rule Block Social Media and Streaming Applications (ID: 113) Accept
Time and day Web proxy Proxy not used
| a1y Tuesday Result Blocked
Test method Web protection
Category Video hosting
‘ Firewall, SSL/TLS, and web M ‘ Web policy Social_Media_Blocked ¢
Source IP Matched web rule
Users Activities Action Constraints
| 172161467
S A% Anybody Video hosting 9
| Lan M
Log viewer Policy test
Connection details
URL Conngction
Test time 21:19:33 Tuesday
| google com I Destination http://google.com
Destination IP 216.58.223.206, port 80, TCP
Ussy Source IP 172161467
[ Authenticated user Source zone LAN
User User unauthenticated
Firewall rule Block Social Media and Streaming Applications (ID: 113) Accept
Time and day Web proxy Proxy not used
| 21v|:] 18 v| | Tuesday v Result Allowed
Test method Web protection
Category AllowURL
‘ Firewall, SSL/TLS, and web M ‘ Web policy Social_Media_Blocked ¢*
— Matched web rule
Users. Activities Action Constraints
| 172161467
Default action v}
Source zone

| N




Log viewer

Connection details

URL Connection
Testtime

| goegie.com 0 Destination
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